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1. Executive summary
This document collects the results and conclusions of the assessment performed to the Business Process Management System (BPMS) currently being tested in order to be used by SEI and local authorised environmental inspectors. 
In section 2 such assessment is performed, describing the key features of the BPMS. Section 3 proposes a calendar for its implementation, while section 4 focuses on detected gaps and possible improvements to deal with them. Discussion is made as well in that section of possible improvements required in order to cope with the requirements of article 23 of the Industrial Emissions Directive (IED) for the case of installations falling under the scope of IED.

Section 5 discusses, as a consequence of the gaps detected in section 4, the need for a follow-up project to further upgrade the BPMS.

Based on the assessment and proposals in sections 2 – 5, section 6 proposes potential topics for the remaining missions within activity 3.1 of this Twinning project, to contribute to the implementation and further development of the BPMS. 
As was found during the mission in February 2016 the procedure to tender the secure internet connection for SEI is still unfinished. The insufficiency of the hardware for a sustainable usage in the middle term has to be mentioned (in particular regarding storage, back-up system and disaster recovery, which should be indeed a concern in a seismic area like Skopje). It is essential for for the sustainability of the system in the future to upgrade the hardware gaps, licences for server and also to ensure security and integrity of data stored in the BPMS.
2. Assessment of SEI’s BPMS
2.1. Preliminary important comment: linkage with IRAM

In line with EU best practices in the field of environmental inspections, work has been carried out to use the IMPEL risk assessment tool IRAM as the key tool to prioritise environmental inspections and to elaborate plans. 
Ideally proper linking between the current BPMS and IRAM should be ensured, to avoid that environmental inspectors have to input the same data several times, but only 1 time.
2.2. Description of SEI’s BPMS

The application is based on SharePoint tool, designed for multitask process management and many users, among whom the information is shared. 

The processes that are managed in this system are not only inspections, but also monitoring tasks, elaboration of inspection plans, etc. 

There are two modules, one for the management of inspections and another for the e-archive of SEI.
2.2.1. Inspections management module
The system works this way for the case of management of inspections:

The inspector who according to the inspection plan will carry out an inspection, each time he will want to implement one will open a new process and the system assigns to it an identification number. Since then, only the inspector may enter and modify the information needed for the inspection or generated by the inspection and only s/he and SEI Director can access it. 
During the course of the inspection, the inspector enters the time needed to carry out the inspection, selects the plan to which it belongs (in the case analyzed, it was the supervision plan), inspection type (“ordinary” (=planned), “extraordinary” (=unplanned) or “monitoring” (=follow-up of a previous inspection process)). The inspector can also upload files and comments that are needed to perform the inspection and in the end of the process uploads documents such as the minutes, report, sampling results. After the inspection and related reporting is considered as concluded, the process is closed and the system sends an email to SEI Director, who can see all what has been done. 

The system has on the left side a menu, in which inspectors and supervisor may click and view active inspections, closed inspections, general information about the installations subject to inspection (location, contact, permits, etc.).
Inspections to a given installation are usually assigned always to the same inspector. The software allows the inspector to see the information on inspections carried out by him/her to a given company, using a search engine, where keywords are written. An inspector cannot see information related to inspections carried out by other inspectors, unless given permission by the Director of SEI. Should for any reason (illness, holidays...) other inspectors have to perform a visit to a company which is usually not allocated to them, SEI Director may authorize them to look in the system to the inspections carried out to the corresponding company by the inspector who is absent.
According to the information received about the BPMS it is possible to generate reports related to company (which can have one or several installations), the region or city. There is no possibility to provide such lists or reports related to an individual installation. 
2.2.2. E-archive module
The system also features a document management module (“e-archive”) where it is possible, for each installation subject to inspection, to find the documents/info sent by the installation and those generated by the inspections to that installation.
Once an inspector uploads a file with the corresponding code number, it appears in the e-archive module. 

The archivist and SEI Director can have access to all files related to a given company. An inspector needs to request access to files of inspections not performed by him/her.
The way that the e-archive module is set-up, and the corresponding limited access to it, is derived from national legislation on storage of information for public institutions.

2.2.3. Supporting documents 

A brief manual has been developed for users, complemented by a couple of explained study cases of inspection procedures.

So far no guidance for the future administrator of the BPMS has been delivered. 
A more detailed manual, addressing both users and the administrator of the BPMS, will be delivered by the company who developed the BPMS. For further information, see section 4.2.9. 
2.2.4. Maintenance of the BPMS

Currently there is no IT staff in SEI. For the first two years of implementation of the BPMS (its warranty period) the consultancy company that developed the BPMS will provide support to SEI.
2.2.5. Hardware of the BPMS

Currently the hardware for the BPMS includes the features shown in the first column of the table in section 4.5. In that section an assessment is made of them, and of suggested improvements to avoid bottlenecks. 
3. Next steps for implementation of SEI’s BPMS inspection module
A tender procedure to provide secure internet connection to all SEI branch offices finalized in April, with internet connection provided up to the end of May. In addition, the E-Archive module is expected to become operative in May 2016. A second stage to provide secure internet connection with local authorities environmental inspectors is envisaged, but its implementation calendar is uncertain. 
The following steps to implement SEI’s BPMS inspection module are proposed, focusing on a first stage on SEI inspectors, and on a second stage on local authorized environmental inspectors:
· In June 2016 a group of SEI inspectors should be trained on the use of the BPMS, and be requested to insert cases and test the BPMS. It is suggested to devote 1 week in June 2016 to such testing. The training should be based on the user’s manual, to discover points to improve both in the manual and the inspection module.
· After making the corresponding improvements in the manual and the inspection module (up to the end of June 2016), a training program for the rest of SEI inspectors and some local authorized inspectors with whom collaboration is better is proposed for the first half of July 2016: at least 1 day per group. It has to be kept in mind that training will require a number of available computers and access to the application server.
· Coming back to the testing, it is proposed to test the module by inspectors who participated in the training until the last week of June 2016, creating as many fictitious cases as possible, noting the problems encountered and communicating them to the module developer for their correction.
· Meeting of the team that tested the module with the module developer, to validate the software or discuss the last changes required. It is proposed to take place in July 2016. If changes are proposed, they should be delivered up to the end of July 2016.
· In parallel, in the months of May-June 2016, the module developer should train the staff at SEI that will be in charge of the maintenance and further development of the module.

It is essential that the developer of the module gives to the SEI the source code and information needed to make changes to the module in the future.
· As a provisional target the module could start to be used by the SEI inspectors no later than end of May 2016.
· Implement gradually the inspection module for the case of local authorized environmental inspectors. As criteria to establish an order of municipalities in which the module will be implemented it may be emphasized:
a. Attitude of the corresponding local inspectors to the use of the new module.

b. Availability of computer, access to the BPMS and internet connection.
· In addition, steps have to be taken in May-July, to:
· Define with good approximation the budget required to implement the upgrades of hardware and software in the short, middle and long term.

· Define the ways that are available to get the required funding and means to implement such upgrades.

· Complete the libraries in the BPMS with useful information for inspectors.

A meeting with representatives of the Food & Veterinary Agency, to learn about their experience in the establishment of software to support inspection activities, is as well recommended for May-June.
4. Gaps and potential areas of improvement

4.1. Connectivity between the BPMS and other information systems: E-PRTR, IRAM and GIS
4.1.1. Connectivity to the E-PRTR system
The EU E-PRTR register includes all information related to activities carried out in IPPC (and other) installations, the amounts of emissions and waste generated and the supporting documentation for this information. This information should be used in the inspections to ensure the quality of the data provided by facilities in their statements. 
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BPMS connectivity with the E-PRTR: Although the BPMS might be connected to the E-PRTR thanks to the fact that there is a field identifying each facility, in practice this connection would be very complicated and not very operational in view of the way that the information obtained during the inspection process is stored. Therefore, in practice the inspectors may access the Macedonian E-PRTR by generating users and user profiles via internet browser or via a link included in the BPMS.
4.1.2. Connectivity to IRAM software
In line with EU best practices in the field of environmental inspections, work has been carried out to use the IMPEL risk assessment tool IRAM as the key tool to prioritise environmental inspections and to elaborate plans. 

As a first approximation to this system SEI will use a few parameters to characterize each installation, providing numerical answers to a short list of questions and depending on the answer, the risk index is calculated. See figure below with a snapshot of such a list of questions/topics and numerical scoring:
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This risk index is calculated prior to the preparation of the inspection program and the results of the inspection may modify it, so ideally the BPMS should connect these outputs with the IRAM. However, given the features of the current BPMS tool, this connection would be complicated and would not be able to provide much information useful for IRAM. 

Recommendations: 

· Given the effort that would be needed for this connection and the limited results that seems that would be obtained, the connection between these two systems is not considered as recommendable. 
· As shown in more detail in the slide 1 of Annex 2, it will be useful to include as a field in the BPMS the IRAM score of an installation in order to help inspectors to build a better picture of the installation and define the frequency of planned inspections. 

· Besides, to define in a unique way a given installation, it is proposed to use the official ID number of the corresponding company for legal purposes, complemented by the code that the installation has been given in IRAM. In this way a unique ID is ensured, and at the same time is a way to link both softwares.

4.1.3. Connectivity to GIS

Next updates in the BPMS must also address the use of available GIS data (coordinates and data) from the Macedonian cadastre authority, see such data in the following web links:

http://www.katastar.gov.mk/en/ 
http://ossp.katastar.gov.mk/OSSP/faces/public/customMaps/TK25000TematskiSloeviListovi.xhtml 
http://makpos.katastar.gov.mk/SpiderWeb/frmIndex.aspx 
It must be mentioned that mapping and GIS data are included in the features of the Macedonian National Enviromental Information System (still to be developed).

4.2. Other gaps affecting all kinds of inspections
4.2.1. GAP 1: The system planned to capture data from other information existing or future systems of this institution and MoEPP departments (water, permits, PRTR, ...) is unknown

It is considered essential to establish as connecting element for the different environmental information systems that will be developed by the SEI and the MoEPP (environmental permits, PRTR, waste, emission sources...), the Unique Identification Number of Entity (identifying uniquely companies in the Republic of Macedonia) plus an additional identification number to distinguish each installation within the company (which can be the IRAM ID, as stated in section 4.1.2) and its physical location (address or spatial data from the cadaster), and a unique number identifier of the whole company or entity. These fields should appear in all databases, so that they can export data between different databases based on this common element. It must be emphasized once more that data must be input only once.
See as well preliminary note (section 2.1) and recommendations therein regarding connection with IRAM software.
The example of the region of Galicia, Spain 

In the case of Galicia, every installation that can be subject to environmental inspection is assigned a reference number that serves as unique reference for all environmental information systems. Of course every time a new system is going to be developed, analysis should be made of the information to be handled, identify the shared data and the people responsible for its creation and maintenance.
In Galicia, at the moment, the following systems, connected as described above, are in place:
   1. Solid waste management information system

   2. Information system concerning disciplinary proceedings opened on the basis of an inspection
   3. E-PRTR

   4. Information system on emissions of volatile organic compounds, VOC.

   5. Information system for facilities that have emission points which must be subject to measurements. 

4.2.2. GAP 2: The module does not include management indicators and executive summaries of the inspection processes

As mentioned, the BMPS is designed as a project management system in which each inspection is a project, so that the information loaded into the system is not oriented towards the facilities which are inspected, but is linked to the inspection procedures (see section 2.2.1 and slide 1 in Annex 2). On top of it, this information is uploaded in files to be added throughout the process making it impossible to manage the data included therein. 

But management indicators and summaries are very useful for SEI Director and for planning and reporting purposes, in particular the following information: 
· List of installations that should be subject to follow-up inspections 
· Companies that were visited, purpose of the visits and main results of each inspection. E.g. this report is essential in Galicia. To include this information in the module, one or several new fields should be added, where the following info would be inserted:
· Reason to carry out the inspection (including defined objectives in case of planned inspections)
· Main results
· If a disciplinary procedure was performed to the company and the result thereof
· If there is need for follow-up
· Fields related to annual, quarterly and monthly reports

· Performance statistics as a function of different variables (municipalities, inspectors, inspection types...), visible not only for managers but for all users of the system, to foster the improvement of the performance of those who make less.
Templates integrated in the BPMS enabling the inputting of data instead of simply uploading files (see section 4.2.9) can increase the utility of the BPMS substantially for managers, by endowing the system with the capability to generate in an automated way different kinds of reports at will.
Although up to now it has not been possible to check the reports that can be made available for each facility due to the lack of uploaded data in the system, it is clear that it is feasible to obtain at least the list of inspections carried out for a given facility. 

Suggestions for immediate improvement: If possible, it is proposed to add, within the information requested throughout the inspection process: 

· A field in which the inspector indicates whether non-compliances were found, and if so, if they were serious or minor.

· A field for the inspector to include proposed follow-up actions as a result of the inspection (e.g. education, time to solve non compliance, next inspection…). This information is suggested to be included in the final report of the inspection to the facility. 

As an example the report of the visits to each facility that the BPMS could generate automatically may include the following fields: 

	Installation 
	Site-visit starting date 
	Inspector in charge
	Number of inspection days 
	Results: 

· Serious non compliances 

· Minor non compliances 

· No non compliances 
	Follow-up actions

	XXX
	Xx / xx / xxxx 
	xxxxxxxxxxx 
	4 
	Serious non compliances 
	Operator shall provide proper waste storage for hazardous waste until dd/mm/yyyy

	YYY
	Xx / xx / xxxx 
	xxxxxxxxxxx 
	2 
	No non compliances 
	 ---


4.2.3. GAP 3: The BPMS  is not used to facilitate communication with other authorities to request inspections
Specially for the case of the staff in charge of environmental permitting, it would be recommendable for them to have a way to make such requests, where they would be required to specify the information that should be checked and the purpose of the inspection. This would be an input to the SEI manager in charge of planning and distributing the inspections among the inspectors, and it would facilitate the communication between permit writers and inspectors. 
To avoid random requests, a Captcha filter should be included. It is recommended to enable this kind of access to permit writers, and to elaborate a procedure (maybe a flowchart and templates) and include it in the library. External units with access to the BPMS must be included in the distribution list of results available in the BPMS.
4.2.4. GAP 4: The Sharepoint tool to view Gantt diagrams of the processes is not in place
To control inspections completed, ongoing and planned, Sharepoint has a Gantt diagrams tool that is not available right now. It should be easy to enable this option, depending on the license. It is suggested that all licenses needed should be provided by central government agreement, and if required to upgrade the software versions, to ensure the availability of the required features. In the absence of this feature of Sharepoint, excel tables may be generated to construct Gantt diagrams.
4.2.5. GAP 5: Part of the information about inspections performed should be available for consultation by all personnel related to environmental inspection.

The information per inspector about (i) number of performed inspections, (ii) number of ongoing and status of inspections, plus (iii) main follow-up conclusions of them, should be available to all staff of the inspectorate. The reason for this change is to promote the improvement of performance of low-performing inspectors and the transparency within the organisation. 

In addition, it would be good to have at least a set of examples of well-performed inspections, including well-performed procedures and properly filled templates (of minutes, decisions, etc), to:

· Facilitate the implementation of a single environmental inspection approach.
· For new inspectors to learn how documentation and findings should be provided, by looking at examples from previous inspections.
At least for the case of inspectors that will perform inspections to a facility that has been inspected by other inspectors at some point, they should be granted full access to all the files related to the inspections of the corresponding facility. If they do not have access to information from previous visits, it leads to lack of coordination, damages the image of environmental inspection and at the same time it makes the work of inspectors and of industries more difficult.
It is suggested as well that it will be very practical that, for the case of inspections where several inspectors have been present, the minutes from each inspector that has participated should be combined into one document.
4.2.6. GAP 6: The module does not include features to ensure the compliance with Directive 2003/4/EC on public access to environmental information 

It is essential to clearly identify what information must and will be made available to the public or any court. The procedure to follow (who, how, what…) should be defined. One option would be that  those files of a given installation classified as “public” within the e-archive module should be stored also in a folder that can be accessed through SEI’s website.
See in addition the recommendations in section 4.2.10 regarding automated generation of reports.

4.2.7. GAP 7: The inspection module has only one mode of operation, and has no mode for testing the system or trying new updates.

Besides the “normal” mode, used for real inspections, the BPMS must have a test mode in which it is possible to make all kinds of trials, to learn, and it will serve as well to try upgrades to the system. According to discussions held with the IT experts of the Supply Contract that developed the BPMS, such functionality can only be in place after buying additional hardware, due to the limitations of the current one.
Independently of that, (fake) examples of inspection processes, should be accessible by all users at any time, so in case of doubts examples can be opened and seen. 
4.2.8. GAP 8: The current user manual does not have the level of detail necessary for users with low computer knowledge, and there is no manual for the future BPMS administrator.

It is necessary to develop more in detail the BPMS manual, to be understandable for users with very low level of computer knowledge. At the beginning of the manual there should be a glossary which explains the terms like “process”, “activity” “record”, etc. Also all elements visible on the screen should be explained in a more detailed way (e.g. how a screen is organized, what is visible on the top and on the right, how to add new process, choose option, etc.). The manual should also explain how to search needed information, how use the filters and how to create reports. BPMS allows also to prepare new templates of reports. The templates can be done by an administrator of BPMS. The manual should include detailed information on how the templates of the reports can be created.
A specific manual or section within a manual, for the future BPMS administrator, has to be developed, that explains everything needed for maintaining the contents of the system and supervising the correct usage by the users.  It is also recommended that the manual should be divided according to different kinds of users, or at least that each instruction/subsection presented in the manual should mention explicitly to which of the users is targeted. 

More information should be provided about what kind of document can or should be uploaded to the BPMS or which uploaded documents are crucial for different purposes. 
In addition, due to the complexity of the IT maintenance and upgrading of the system, it is recommended to outsource this kind of IT maintenance and development. It would be recommendable to develop a third manual with guidance for the IT maintenance and development of new modules.
The BPMS should also include some hints with suggestions about the entered data (e.g. help button, short movie, pop-up windows with explanations about how to complete the corresponding fields, etc.). The BPMS should not allow to save uncompleted data (in case of information considered as crucial; the consultants who developed the BPMS mentioned that this recommendation is so far implemented). 
More detailed proposals and suggestions to improve the existing manual: “HOW TO USE THE BUSINESS PROCESS MANAGEMENT MODULE” have been provided in a separate document to SEI beneficiaries and to the staff of the IT company in charge of the BPMS. 
4.2.9. GAP 9: introduced documents are in non-editable format which makes it impossible to obtain the information about the content. 

In the current BPMS very important information about the inspections, like the contents of the minutes, is uploaded as scanned pdf files or pictures. The next step in this direction should be part of a thorough upgrade of the BPMS, so that the software allows the user to fulfil electronic templates within the software (like minutes on inspection findings, minutes to justify and request mediation procedure, etc.), which will allow to get the relevant information about the inspection (results, instructions delivered to the controlled company, etc.). According to EU experience, such templates are very useful to collect necessary data for planning and to for the delivery in an almost automated way of the reports about the inspection activity. This gap should be solved with a follow-up project, using a new version of SharePoint server software (2016). For some of the templates it will be best to create them as excel files.
4.2.10. GAP 10: Insufficient setup to generate a variety of reports about the inspection activities
Collecting data should be done with a purpose. One of the main goals of an inspection software is to help to prepare the reports about the inspection activity that are required either by law or by managers within SEI and from other public administrations. It should be discussed which kinds of reports are expected to be delivered, and as a function of that proper templates and fields should be included in the upgraded software, to ensure that the required data are included in the system; finally, predefined reports should be prepared which would feed on those data. These reporting features also facilitate the cooperation of inspectors when introducing its use in their daily work, as it is a very clear example of how it will simplify their administrative burden. These predefined reports can be useful, e.g. to prepare annual, quarterly and monthly reports. It is recommended to use, as basis to define two of those reports, the templates for final inspection report and publicly available inspection report delivered within this Twinning project and available at www.sei.gov.mk .
Proposal for the short term:

Within the current BPMS it is possible to generate reports related to company (which can have one or several installations), region or city. There is no possibility to provide such lists or reports related to an individual installation. But such new feature is possible to be introduced. In annex 2 “Description of BPMS functionality” some specific proposals are shown on how to use the existing fields: “code”, “extension”, “subextension” in BPMS. They are not currently used in BPMS, but they can be used as: “ID of company”, “ID of installation”, “IRAM risk score”. With such defined fields it will be possible to prepare several reports or lists related to an installation or a company (like the history of inspection, lists of decisions, etc). Such lists should be useful for inspectors to gain in a quick way all necessary information before the next inspection and it can be helpful to prepare the reports (like annual or quarterly reports).
4.3. Gaps affecting implementation of inspection-related prescriptions in the IED

The current inspection module does not include a distinction between installations in Annex 1 of the IED and other kinds of installations.
IED installations are the only ones which have, with respect to environmental inspections, a whole set of precise obligations laid down in EU environmental acquis. Article 23 of the IED configures a specific framework for the inspections of IED installations, with immediate consequences in the way that inspections must be planned, prepared, inspected and reported to public and EC. 
The adaptation to this framework is a real challenge which is estimated to take at least a 3 - 4 years to be completed, assuming full commitment by SEI and an institutional and financial framework favorable to the changes that it implies.
It is recommended that in a later mission detailed discussion should take place with the beneficiaries about further development of software that may support SEI in its obligations related to IED art. 23.  
The IED inspection framework has the following characteristics affecting different aspects of inspections:
I. Inspections are categorized as follows: routine inspections, inspections motivated by serious environmental complaints, serious environmental accidents, incidents and occurrences of non-compliance, or by substantial modifications of the installation.

II. The frequency of routine inspections shall be based on a systematic appraisal of the environmental risks of the installation, with a periodicity ranging between 1 and 3 years. The tool widely spread to implement such appraisal is IRAM IMPEL tool.

III. These routine inspections imply a very large amount of workload, as for each environmental vector (air, noise, discharge waters, soil, groundwater, waste) it must be checked that the corresponding controls established in the permit have been respected (in terms of parameters and frequencies) and that there has been no surpassing of Emission Limit Values defined for each parameter.

IV. Deviations from compliance must be categorized for each environmental vector (air, water, etc) according to clear rules, and the degree of compliance with the permit evaluated.
V. An environmental report must be prepared after the inspection minutes, within a period of 2 months or in some cases additionally in 4 months. In the latter case the first report will be provisional and the second one will be final.
VI. The final environmental report must be made available to the public at least through the website of the environmental competent authority.

VII. Once a year an environmental inspection report about the inspections carried out during the year must be delivered, following the indications stated in Commission Implementing Decision 2012/795/EU on reporting requirements linked to IED implementation
.
Galicia’s Regional Competent Authority has developed a specific software for compliance with Article 23 of the IED. This software interacts with the general software of routine environmental inspections and is capable of extracting and sharing data with other databases such as waste, PRTR, VOC (volatile organic compounds) emissions and sources of emissions, or air quality.
The software allows to:

I.- Have all data and information given in the integrated environmental permit and in subsequent modifications of it. 

II.- Having all the data of the various controls carried out following monitoring plans defined in the integrated environmental permit for each environmental vector in the period between environmental inspections 

III.- Define and assess environmental deviations found for each environmental vector.

IV.- Assess the degree of compliance with the integrated environmental permit.

V.- Re-evaluate after each environmental inspection carried out the environmental risk index (IRAM) and redefine the frequency of the next environmental inspection.
VI.- Obtain the environmental inspection report (interim and / or final).
For more information about it see on Power point presentation included in Annex 1.

4.4. Gaps related to the maintenance of the BPMS

Currently there is no IT staff at SEI. Even though for the first year of implementation of the BPMS the consultancy company that developed the BPMS will provide support to SEI, according to the number of SEI inspectors, it is essential to hire at least two IT educated staff, and outsource the maintenance of the system. Their workload will increase during testing and utilization time. From EU experience, they will be essential and necessary to help inspectors and be a liaison with the firm that developed the system and that will have contract for maintenance and potential upgrading. A single IT staff will not be able to deal with the maintenance of the whole system.
4.5. Upgrading BPMS: hardware and software requirements and alternatives
4.5.1. Assessment of hardware and software gaps and required updates

The current hardware seems to be clearly insufficient in several ways, e.g.:

· The hard disk space currently available is very limited, and given the usual amount and size of files related to each inspection (which includes photos, scanned reports, maybe video), it may not suffice to even cover the needs of 1 year of activity.

· Backup and disaster recovery features are a gap. This is an issue of high relevance, especially for a location as Skopje with high seismic activity.
The technical specifications of the current hardware of the BPMS were defined several years ago and now it is out of date regarding the fulfillment of the needs of SEI and the possibility to upgrade it in order to cover future needs of inspectors. One of the most important segments for the stability of SEI organizational work in the field is networking. Currently such type of hardware resource does not exist, and the suggestion is to provide servers, backup and storage unit, disaster recovery unit (in a location different from the rest of hardware), and in addition active and passive network devices, to meet the requirements for an organisation like SEI. 
To upgrade the hardware for running the BPMS it is necessary to put in place other essential elements such as a cooling unit, UPS and security of the server room. To ensure a secure operation of the BPMS, it is as well necessary to upgrade the firewall with more advanced features (intrusion prevention, http packet filtering, Advanced NAT transition, site to site VPN, Cloud publish rules…).

The following table shows the existing hardware and software features, and some specific suggestions to eliminate some potential bottlenecks:

	Item Number
	Current Specifications
	Comments/suggestions for upgrade

	1.
	2U Rack Mountable Server 

Type 1 (Quantity: 1)
	----

	
	Manufacturer’s name:
	----

	
	Product type, model:
	----

	1.1
	PROCESSOR
	

	
	Minimum 2x Six Core Processors- 2.00GHz, 15M Cache, DDR3-1333MHz
	Processor unit  can be upgraded with more cores, so for  next few years it is necessary to add 6x more processors with six cores 

	1.2
	MEMORY
	

	
	Minimum 32 GB 1600 MHz  Low Volt  EEC Memory 
	----

	
	expandable Up to 768GB
	It is necessary to expand memory with  3 additional modules of 32GB 

	1.3
	OPTICAL DRIVE
	

	
	DVD+/-RW Drive
	----

	1.4
	RAID CONTROLLER
	

	
	Battery Backed up cache with minimum 512MB cache
	----

	
	Supported raid 0, 1, 5, 10, 50
	----

	1.5
	HARD DRIVE 
	

	
	Minimum 2x 300GB, SAS 6Gbps, 2.5in, 10K RPM Hard Drive (Hot-Plug) + 600GB, SAS 6Gbps, 3.5in, 15K RPM Hard Drive (Hot-Plug) - expandable up to32TB
	It is necessary to expand the second hot plug with additional 5 600GB hard drive in the slot 

	1.6
	POWER SUPPLY
	

	
	Dual, Hot-plug, Redundant Power Supply (1+1), 450 W
	----

	1.7
	PCIe SLOTS 
	

	
	7 PCIe slots:

One x16 full-length, full-height

Three x8 full-length, full-height

Three x8 half-length, half-height
	----

	1.8
	SD CARD
	

	
	Dual SD Card Slot for virtualization
	----

	1.9
	NETWORK
	

	
	Quad Port 1Gb Network Card
	----

	1.10
	RACK RAILS
	

	
	Included
	----

	1.11
	HOUSING
	

	
	Rack Mountable 2U
	----

	1.12
	SOFTWARE
	

	
	Windows Server 2012R2 Datacenter Edition License or equivalent
	----

	1.13
	SYSTEMS MANAGEMENT
	

	
	Management  card with Dedicated NIC 1Gbps
	----

	1.14
	BACKUP AND MONITORING SOFTWARE FOR VIRTUAL ENVIRONMENT
	Backup unit  must be placed in another place for security reasons. The recommendation is to fulfil the Technical specifications 1.14.1. - 1.15. 8 of this table

	1.14.1
	Backup software for Hyper-V environment
	----

	1.14.2
	Built-in reduplication and compression
	----

	1.14.3
	Automatic verification of recoverability
	----

	1.14.4
	Backup storage on disk, tape, or cloud
	It is recommended to use storage in the cloud (according to ISO 27018 i EU model clause (first international cloud privacy standard))

	1.14.5
	Granular item-level recovery
	----

	1.14.6
	Multiple restore points
	----

	1.14.7
	Option for WAN optimization and bandwidth throttling
	----

	1.14.8
	Application-aware, image-based backups
	----

	1.14.9
	Synthetic full backup
	----

	1.14.10
	VM file recovery
	----

	1.14.11
	Image-based replication (Replicate VMs on site for high availability or off site for disaster recovery.)
	----

	1.14.12
	Support for VMware and Hyper-V
	----

	1.14.13
	Centralized management
	----

	1.14.14
	Automated and on-demand reporting
	----

	1.14.15
	Monitoring and alerting
	----

	1.14.16
	Performance and utilization reporting
	----

	1.14.17
	Capacity planning for backup and virtual infrastructures
	----

	1.14.18
	License for backup and monitor of 2 physical hosts (2 CPU each) and up to 10 VMs
	----

	1.15
	AVAILABILITY
	

	1.15.1
	High-efficiency, hot-plug, redundant power supplies
	It is recommended to fulfil the Technical specifications 1.14.1. - 1.15. 8 of this table

	1.15.2
	TPM
	----

	1.15.3
	dual internal SD support
	----

	1.15.4
	hot-plug redundant fan
	----

	1.15.5
	bezel
	----

	1.15.6
	ECC memory
	----

	1.15.7
	interactive LCD screen
	----

	1.15.8
	hot-plug drive bays
	----

	2.
	2U Rack Mountable Server

Type 2 (Quantity: 1)
	

	
	Manufacturer’s name:
	----

	
	Product type, model:
	----

	2.1
	PROCESSOR
	

	
	Minimum 2x Quad Core Processors- 2.40GHz, 10M Cache, DDR3-1066MHz
	----

	2.2
	MEMORY
	

	
	Minimum 32 GB 1600 MHz  Low Volt  EEC Memory 
	----

	
	expandable Up to 768GB
	----

	2.3
	OPTICAL DRIVE
	

	
	DVD+/-RW Drive
	----

	2.4
	RAID CONTROLLER
	

	
	Battery Backed up cache with minimum 512MB cache
	----

	
	Supported raid 0, 1, 5, 10, 50
	----

	2.5
	HARD DRIVE 
	

	
	Minimum 2x 300GB, SAS 6Gbps, 2.5in, 10K RPM Hard Drive (Hot-Plug)- expandable up to32TB
	----

	2.6
	POWER SUPPLY
	

	
	Dual, Hot-plug, Redundant Power Supply (1+1), 450 W
	----

	2.7
	PCIe SLOTS 
	

	
	7 PCIe slots:

One x16 full-length, full-height

Three x8 full-length, full-height

Three x8 half-length, half-height
	It is recommended to have another

 One x16 full-length, full-height

 

	2.8
	SD CARD
	

	
	Dual SD Card Slot for virtualization
	----

	2.9
	NETWORK
	

	
	Quad Port 1Gb Network Card
	It is recommended to have another operational port 1GB 

	2.10
	RACK RAILS
	

	
	Included
	----

	2.11
	HOUSING
	

	
	Rack Mountable 2U
	----

	2.12
	SOFTWARE
	

	
	Windows Server 2012R2 Standard Edition or equivalent – License and 57 CALs  
	----

	2.13
	SYSTEMS MANAGEMENT
	

	
	Management  card with Dedicated NIC 1Gbps
	----

	2.14
	Availability
	

	2.14.1
	High-efficiency, hot-plug, redundant power supplies
	----

	2.14.2
	hot-plug drive bays
	----

	2.14.3
	TPM
	----

	2.14.4
	dual internal SD support
	----

	2.14.5
	hot-plug redundant fan
	----

	2.14.6
	bezel
	----

	2.14.7
	ECC memory
	----

	2.14.8
	interactive LCD screen
	----


Finally, assuming that secure internet access will be available for SEI soon, it is strongly recommended for ensuring maintenance and security of data in the BPMS a follow-up project focusing on:
1. Upgrading the BPMS with an additional SharePoint portal server version that will also cover next possibilities for better and easier integration such as project plan using Gantt diagram.
2. Revising licences policy for user, considering the possibility of using Office 365, that will allow 10 devices per user, all synchronized.
3. Ensuring enough space for storage, back up and disaster recovery of data in the BPMS.
When upgrading the BPMS, it is necessary to assess the required linkage to other database, and to ensure more flexibility and functionality (it must be taken into account the current absence of some of those databases). Regarding potential integration through web services with IRAM and the National Environmental Information System expected to be implemented by the MoEPP, the following remarks apply:
· IRAM: An upgraded software for the BPMS can provide the editing data from other databases, as the one generated by IRAM, using web services with proper format and defined fields that must be shared.

· National Environmental Information System: according to information received from MoEPP, such system is expected to be in place and running by the end of 2018.

4.5.2. How to upgrade: partially in the cloud, or everything in premises

For upgrading the system it is recommended to decide about the type of domain and organisation of hardware and software, choose between a few models (see 2 models below). It is recommended that SEI with MoEPP decide if they will have all hardware and system and application software in premises (in their own site/location) or if they want to use for some purposes the possibility of the cloud. 
It must be taken into account that the usage of the cloud has some challenges that must be solved in advance: first internet connection through all branches must have enough capacity and stability, and then to be sure that the use of the cloud by Public Authorities is allowed according to the national legal framework.
In the following 2 potential ways to upgrade the system in the  future are discussed:
1. Infrastructure on premises
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If the model will be on premises all necessary infrastructure MUST be installed in the server room of SEI with proper security, cooling and additional UPS, additional internet leased line with adequate capacity. Recommendations for hardware and software improvements are:

· Ram memory upgrade up to 256gb per server.
· Storage Disk upgrade with SAS disks 15k up to 4TB.
· SEIA OS version upgrade to Server 2012 R2 Datacenter.
· Upgrade all WMs to 2012R2 standard and raise functional level of domain/forest.
· Upgrade to SQL Server Standard 2014R2 for DB1 server.
· SharePoint upgrade to 2016 version and full application migration of BPMS.
· Implementation of Exchange Server 2016 and migration from current (lotus notes) version.
· Migration of SEI portal on additional VM in SEI organization.
· Implementation of advanced firewall for all published rules for sites and protocols.
· Configuring Hyper-V servers in Failover cluster with upgraded shared storage.
· Deploying Backup software solution for all servers with offsite copy backup.
· Configuring Disaster Recovery solution in Cloud.
· Implementing Antivirus/Antispam solution for all computers and users. 

2. Hybrid model

This model can be used only if it is possible to ensure adequate capacity for internet connection of SEI branch offices. 

Usage of  BPMS will be more useful if the inspectors are able to interact with the BPMS in the field, using mobile devices that can be more easily introduced in this hybrid model (number of licences, CAL, etc.), as shown below:
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4.5.3. Summary and main conclusions

For follow-up stages it is necessary to ensure substantial hardware and OS upgrade, and also upgraded software to establish on a new platform an upgraded version of the application that can solve the gaps described in this chapter 4, such as Gantt diagram, editing pdf, etc. 

Also, for the maintenance of the system, SEI must ensure outsourcing at least until SEI incorporates in its staff a full-time IT specialist (see section 4.4).

The follow-up actions can be divided into two phases, each of them including a supply contract for equipment, and always ensuring that all BPMS data can be constantly available in a secure environment.

Finally, it is recommended for the follow-up to give access to relevant staff from local authorities, in particular local authorised environmental inspectors, giving them possibility to use the BPMS. If in next stages a large number of new users is expected, a proper (larger) capacity and technical specifications must be ensured, to ensure a proper functioning of the BPMS.
4.6. National best practice to follow: Food and Veterinary Agency
The Macedonian Food and Veterinary Agency has developed in the last years (and is still developing) a software to support the work of the staff of the Agency, including their inspectors, which, according to discussions held in a meeting with staff of that Agency, seem to be in line with EU best practices. Thus, it is recommended to SEI to keep in close contact with this Agency, in order to learn from their experience and software.
5. Proposals on the way to upgrade the BPMS in the short, middle and long term
Given the current status of the hardware and software of the BPMS, there is need, in the first place, for several urgent upgrades, to ensure the sustainability of what is already in place (see section 4.5). These upgrades should take place within 2016 if possible. Otherwise there is a high risk of breakdown.
For a second, middle-term upgrade, it must be considered that the BPMS tool is a very good tool for projects/environmental inspections management, but it is not prepared for elaborating statistics and a scoreboard.  And this is an important issue, because it is difficult to manage what one cannot measure.  This is the reason why the EU IMPEL network promotes the use of performance monitoring in the environmental inspections activity.

Moreover, the requirements linked to inspections to IED installations, as prescribed in the IED, call for a series of features currently absent in the BPMS (see section 4.3). In addition, the frequent updates in the national environmental legislation due to local circumstances and to the still ongoing alignment with EU acquis will require updates in the BPMS with a certain periodicity.

Taking this into account, and in general the gaps stated in section 4, it is considered as necessary to have both one/two supply contracts, to provide the necessary hardware, plus one/two service contracts, to develop the software tool, including a complementary database in which all the data obtained through the usage of electronic check-lists and the conclusions from the inspections reports (see e.g. section 4.2.2), could be processed, enabling the users to obtain indicators and graphics about the inspection activity and about the environmental behavior of the installations being subject to inspections. When preparing the Terms of Reference and specifications for such a software, an obligatory reference must be the report “Development of Macedonian National Environmental Information System Plan", in particular pages 15 till 28.
The number of supply contracts and service contracts should be subject of discussion with MoEPP EU IPA Unit. In any case it is strongly recommended to tender in advance the supply contract/s, to ensure that the hardware that will be needed by the team implementing the service contract/s will be in place when they start.
The following tables summarize the proposed “calendar” of actions, dividing them into 3 stages:

Urgent (within 2016):

	Task
	Related section discussing the topic
	Comments

	Ensure outsourced support for IT maintenance
	4.4
	To be done by SEI

	Provide a complete, detailed users manual
	4.2.8
Annex 2
	To be done up to June 2016  by the consultancy firm that developed the BPMS

	Provide a complete, detailed BPMS administrator manual
	4.2.8

Annex 2
	To be done up to June 2016  by the consultancy firm that developed the BPMS

	Add a testing environment
	4.2.7
	Only possible if part of the hardware is upgraded

	Upgrade hardware required to ensure sustainability of current BPMS
	4.5
	Funding sources should be urgently searched

	Upgrade software required to ensure sustainability of current BPMS
	4.5
	Funding sources should be urgently searched

	Agree with MoEPP on how to define the ID of installations 
	4.1

4.2.1
	To be done by SEI & Twinning Project

	Define budget required for upgrades in hardware and software
	4.5
	To be done by Twinning Project

	Complete the BPMS folder with useful info for inspectors (manual, legislation…)
	4.2.7

4.2.8
	To be done by SEI and consultancy firm that developed the BPMS

	Hold a meeting with Food & Veterinary Agency, to learn about their experience
	4.6
	To be done by SEI & Twinning Project


Middle-term
· Step 1 (the corresponding supply contract and service contract should be tendered as soon as possible):

	Task
	Section discussing the topic
	Comments

	Discuss approach for next upgrades (all hardware and software in premises, or part of it in the cloud)
	4.5.2
	Important decision to be discussed by SEI & MoEPP

	Hiring IT staff for SEI
	4.4
	Essential to ensure sustainability

	Training and inclusion of local inspectors
	4.5.3
	To be done by SEI trainers

	Public information: 

· Easy to do, should be in the website

· First it must be decided what info should be public
	4.2.6 
	To be done by SEI staff

	Take into consideration the proper linkage with external relevant databases
	4.1

4.2.1

4.2.3
	To take into account when defining ToR for both supply and service contracts

	Include additional hardware
	4.5
	Supply contract

	Inclusion of more templates and possibility of generating more reports to support inspectors and managers.

Definition of reports required to be generated (due to EU & national legal obligations)
	4.2.2

4.2.9
4.2.10
	Service contract.

Use templates prepared within this Twinning project for final inspection report and publicly available inspection report (among others).

	Include Gantt Diagram (depending on cost, licensing and hardware maybe step 2)
	4.2.4
	Service contract

	Ensure more access to info about inspections to all users
	4.2.5
	Service contract

	Tools in BPMS to help users (short movie, pop-up windows...)
	4.2.7 (if not done in previous stage)
4.2.8
	Service contract

	Adaptations for IED inspections
	4.3
	Service contract

Part of the adaptation can be postponed to a later stage


· Step 2 (the corresponding supply contract and service contract can be tendered at a later stage):

	Task
	Related section discussing the topic
	Comments

	Take into consideration the proper linkage with external relevant databases
	4.1

4.2.1

4.2.3
	To take into account when defining ToR for both supply and service contracts

	Include additional hardware
	4.5
	Supply contract

	Adaptations for IED inspections


	4.3
	Service contract

Part of the adaptation should be done already in step 1


6. Recommendations on the contents for next Twinning mission related to the BPMS
6.1. Fourth BPMS-related mission (mission 3.1.4, 25-28 July 2016)

Experts and agenda will be defined as a function of the developments in May-June, preferences of the beneficiaries and budget available.
The preparation or prior steps required before this mission takes place are described in section 3.
It is necessary for the BPMS to include some processes made by the inspectors. It is expected that at least 10 real processes (not testing processes) should be fully uploaded and have “closed” status. In the next mission experts will discuss with relevant persons about problems which have been found during training and practices made using the BPMS. Content of BPMS (e.g. library, written processes, uploaded documents etc.) will be reviewed. 

The saved processes will be verified to check if necessary documents needed for inspection processes are uploaded in the BPMS.  Also it will be analysed how the documentation (e.g. minutes or reports) can be found and how the reports can be generated by the BPMS. This information will be compared with information included in manuals. Experts will also review the manual to find if all necessary steps needed for operating with the BPMS are properly described. 

The experts will work with inspectors in preparing and completing at least 1 full inspection process with the use of the BPMS. Meeting with represantives of SEI and BPMS consultants should be held to present the remarks and suggestions and discuss further development of software that may support SEI in its obligations, including those related to IED art. 23. As a result recommendations and draft ToR for follow up projects (and/or supply contracts) will be included in a report. 
Annex 1: EU best practice: general information management system & IED inspection software in Galicia (Spain)
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U The environmental inspection has the advantage that all waste permits , IPPC permits
and environmental assesment are granted in the General Secretary of Quality and
Integrated Environmenal Assesment. All the documentation related to the files and

control and monitoring are in the same building.

U The environmental inspectors besides the two computer applicattions of the inspection
have acces to all IT software of the General Secretary of Quality and Integrated
Environmental Assesment: System of waste information (SIRGA) , Galician Registry of

Emisssions (REGADE) and the EPER/PRTR.

Q Only the local councils grant permits of a lower level ( they are called “environmental

effects”). But prior to that they need a report from Regional Environment Ministry.
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O During the period 1998-2007, environmental inspection did not have a
unified computer application. Several data bases existed, in different formats,

one in central services and each province branch office used their own.

OThe documents were in central services and it was necessary to make a copy
and send it to the province delegation so that the inspector checked it before

carrying out the inspection.

OThis meant a lot of burocracy and a delay in the analysis of the result.
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Q In the year 2008 the computer aplication, which is the environmental inspection

tool, starts working.

QO Ever since in this application all the activitity related to inspections is registered

(certificate,report and/or photograpfic report). These documents can only be

modified by the inspector.
O Up to May 17.525 inspections are in the database.

U The outcome of inspections can be seen by the staff who is assigned to the
environmental inspection, the staff of the General Secretary of Quality of

Environmental Assessment, the Province Services and the sites of the Regional Police.
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Computer application diagram:
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Advantages of the software for environmental inspections:

Q All inspections carried out since 2003 (4.206 inspections) and, since 2008 (17.487 inspections)
appear with the documents (certificate, report, photographic report and documents delivered by
the industry).

Q Burocracy (forms, fotocopies,..etc) has been eliminated.

0 The inspectors and the staff of the General Secretary of Quality Environment Assessment, province
services and the sites of the regional police have acces to the computer

QO The time between the inspection start and the end of the inspection has been decreased.

Q The applicant of the inspection knows instantly the end of the inspection.

QO Consultations can be made: the industry record, inspections per year, per provinces, per day, per
applicants........
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Qn last years, inspection programs have as one of the priorities to control facilities with
IPPC permit. Inspections at these facilities are given a specific name, to differentiate

them from the others: environmental verification.

O This is done since year 2012 with support of a new software application which intends
to reduce the workload of the inspector and promote the digital system. A checklist
(form) is obtained. Currently there have been 150 environmental verifications.

U The objectives of these verifications are:
* Knowledge of the degree of compliance with the permit.
* Propose permit revisions based on inspections.
* Establish an environmental risk assessment.
*  Check the results of the verifications sent by facilities conducting sampling in the inspection.
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In the form all the sections includedin an IPPC permit appear:
QO Data of the industry

U Data of the activity (production lines and raw materials)

0 Best avalaible techniques (BAT)

Q Air emissions

O Noise

U Liquid waste

U Protection of soil and groundwater

U Waste management

U Abnormal functioning (Emergency plans).
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In each vector (air emissions, etc) the following sections appear:

O Notes (they are done with the document revision of the file).
QEvidences (observed during the inspection).

QRecommendation for improvements in the permit.

OManager’s comments (made by the manager during the

inspection)

QDeviations from the permit.
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QO As a final result a reportis obtained which reads:
Data of industry
Data of inspection
Assessement of enforcement of the permit
Deviation of the permit found in the inspection. Measures adopted by the manager

Q This report is in compliance with the IED:

¢ The deviations observed are indicated . This deviations are clasiffied as
follows: little relevance, relevant and very relevant according to their effects on the
environment.

* For each deviation it indicates a proposal for correction and the time
available for the manager.

QO The aforementioned report is sent to the industry within 2 months from the inspection
and the industry is informed that it has 15 days to appeal.

Q Within 4 months of the inspection the final report will be made public.

QO At present the report to be available to the publicis being prepared.
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Procedure to carry out the verifications, according to IED:

- Certificate

IPPC/IED e
INSTALLATION g “:Zciﬁ;?p icieDo
INSPECTION 3

Others (documents delivery at the inspection)

ONTHS from
thedate of the
certificate

In case of very relevant deviations the
legal service is notified.

ONTHS from
the date of
Appeals or notif
corrections by
theindustry

FINALINPECTION
REPORT

INITIALINSPECTION
REPORT

AMONTHS from
the date of FINALINSPECTION

notification REPORT

ONCE THE FINAL REPORT HAS BEEN DRAWN UP THE ASSESMENT OF THE ENFORCEMENT OF THE PERMIT IS CARRIED OUT.
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CONCLUSIONS

> ENVIRONMENTAL INSPECTION CONSOLIDATED.

Human resources, necessary equipment and high quality
inspections were increased.

»The inspection follows the standard procedures
established by the networks IMPEL and REDIA.

» The Galician government environmental inspectors

devote their time to relevant inspections.
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Annex 2: Screenshots of BPMS, showing some of its functionalities and suggesting (in red) some improvements
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1) Waste which is subject to disposal operations “land treatment” or ”deep injection”, shall be reported as release to land by the operator of the facility originating the waste
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� � HYPERLINK "http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32012D0795" �http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32012D0795� 
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